
Proceedings of MMIT’23 International Conference 25 May 2023y. 

 

37 
 

INFORMATION THREATS IN THE MODERN WORLD 

Khumoyun Fakhriddin ogli Abduvasitov  

Ferghana branch of Tashkent University of Information Technologies named afterMuhammad al-Khwarizmi, 

Uzbekistan  

E-mail: khumoyun.fakhriddinovich004@gmail.com 

Abstract. in the process of globalization, we live in an information age when, as a result of the rapid development 

of computer technology, the flow of information is increasingly accelerating, exerting its influence on the thinking of all 

people on earth. Information is the whole set of information about the world around us, about all kinds of processes 

occurring in it that can be perceived by living organisms, electronic machines and other information systems. This is how 

we perceive the concept of “information” in the modern world. This article is devoted to the problem of threats in the 

information flow. 
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The process of assimilation of information and its processing is the essence and content of personality 

development. Information systems characteristic of the manifestation of human consciousness are implemented 

on the basis of interaction and changes. The formation and accumulation of objects in the information system 

indicates their development. Consequently, images of objects that cannot influence other information systems 

cannot exchange places with the information space in other systems, since they do not have any perceptual 

ability. Therefore, an undeveloped information exchange system may lose its position and face a crisis. This 

property is inherent in such information structures as consciousness, personality, worldview, social 

consciousness, as well as any information system [5]. 

Human development can be considered as a process and result of mutual information interactions. The 

selectivity of information in overcoming the disorder that arises in a person's life, in his structure and formation, 

is important not only for his life, but also for the formation of needs for the same information. The development 

of information technologies, considered as an important stage in the development of mankind, the emergence 

of new forms of information exchange has led to the dissemination of a large amount of information [3]. It was 

from this period that specialists began to use the concepts of “information attack”, “information struggle”, 

“mass culture”.  

In the XXI century, the struggle for new reserves and wealth has acquired a whole new form. Now 

neither weapons nor large troops are required to conquer any state. Rather, it is enough to poison the minds of 

the inhabitants of this state, to instill ideas alien to their mentality and national values. 

The information process is a tragedy in its own sense with its negative sides, in addition to the positive 

ones. In the process of development, each information is implemented with a strong strategic goal [2]. For this 

reason, negative information disseminated via the Internet is one of the global problems of today. Based on 

these considerations, given that the population of Uzbekistan makes up a significant weight of the population 

of Central Asia, the level of information and psychological security of the individual in our country also affects 

the stability of the Central Asian region as an integral geographical region. It can be said that a global security 

system arises only if it is secured at the national and regional levels. Thus, based on the interests of Uzbekistan, 

in-depth psychological and sociological studies are conducted in our country, which are of great practical 

importance in the field of “information and psychological security of the individual”. 

It should be noted that due to the high demand for information in the XXI century, a person receives a 

variety of information that he needs. However, the belief in the impartiality or truthfulness of information 

disseminated via the Internet is an urgent problem [1]. In particular, it is well known that some messages on 

the Internet encourage subversive actions. For this reason, the whole world is concerned that such methods of 

information dissemination are used by various destructive organizations. It requires knowledge of the motives 

of political processes, as well as the essence of the issues of political education of the individual, the formation 
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and development of immunity to information attacks and active influence on them. Therefore, our state pays 

great attention to the orientation of political and social activity of young people, the formation of their political, 

legal, ideological consciousness. 

The attention paid to youth in our country, the conditions created, the rapidly implemented reforms in 

this area focused on human education contribute to the formation of a harmonious generation, the education of 

young people who have an independent opinion, are able to freely express their opinions, resist large-scale, 

alien ideas, make their worthy contribution to strengthening Uzbekistan among the developed countries of the 

world [4]. 

The problem of identifying the intellectual abilities and opportunities of young people, their spiritual 

improvement, harmonization of personal and social interests in work, teaching awareness of the needs of the 

development of the Motherland, effective work, increasing social activity sets our society the task of 

implementing important measures in this area. In a word, one of the main goals and objectives envisaged by 

the reforms in all spheres carried out today under the leadership of our President is the upbringing of a 

spiritually and morally educated, independent, strong-willed personality, which is the future of society. There 

is no doubt that such individuals responsibly and selflessly serve, first of all, the Motherland, the conscious 

interests of society and contribute to its prosperity. 
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