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AHHoTauusi. B jnaHHOH cTaThe paccMaTpuBaeTcs NPUMEHEHHE aHAIUTHUKM JAHHBIX JJIS aHalld3a U
MIPOTHO3WPOBAHUS CIIPOCa HA MOJIOYHYIO MPOAYKLHMIO B YCIOBHSX MaJloTO PO3HHYHOrO OW3HEca.
HccnenoBanne OCHOBaHO Ha pealbHBIX JAHHBIX TPOJIAXK, COOPAHHBIX aBTOPOM B MEpPUO]l paOOTHI B
PO3HUYHOM Mara3uHe Ha 3Talle ero BBIX0Ja Ha KOHKYPEHTHBIN peIHOK. OCHOBHOE BHUMAHHE YJICICHO
aHaJIM3y CIIPOCa, CHIDKEHUIO BO3BPATOB CKOPOMOPTSAIICHCS MPOMYKIIUH, ONTHMHU3AIMN TOBAPHBIX
3armacoB ¥ MPOTHO3UPOBAHUIO 0OBEMOB TIOCTaBOK. B xoJe uccneaoBaHus ObUIM PUMEHEHBI METOIBI
aHaJgn3a BPEMEHHBIX pSAJIOB, arperupoBaHUs [AaHHBIX M TPOTHO3UPOBAHUS CIPOCa Ha OCHOBE
CKONB3sIIero cpenHero. IlomydeHHsie pe3ynpTaThl MOKA3alH, YTO HCIIONB30BAHHE aHAIMTHYECKOTO
MOJIX0J]a TIO3BOJISIET TOBBICUTH 3((EKTUBHOCTD YHPABICHHUS ACCOPTUMEHTOM U MUHHMH3HPOBATH
MOTEPH, CBS3aHHBIC C ACPUIIMTOM WIH U30BITOYHBIMY 3aITacaMy TPOJTYKITHH.

Knrouegwie cnosa: Ananumuxa 0auHwix, npocHO3Uposanue cnpoca, retail analytics, MOI0UHAA NPOOYKYUS, AHATU3
npooasic, ONMUMU3AYUSA 3ANACO8, BpeMeHHble PAObl, NPOSHO3UPOBAHUE NPOOAHC.
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Abstract. This article examines the application of data analytics for demand analysis and forecasting of
dairy products in a small retail business environment. The study is based on real sales data collected by
the author during part-time employment in a retail store entering a highly competitive market. The
research focuses on demand analysis, reduction of returns for perishable goods, inventory optimization,
and forecasting of supply volumes. Time series analysis, data aggregation, and moving average
forecasting methods were applied during the study. The results demonstrate that analytical approaches
can improve inventory management efficiency and minimize losses associated with product shortages
or excessive stock levels.
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1. BBenenue

B coBpeMeHHBIX yCIOBHSIX PO3HUYHOW TOPTOBJIHM MCIOJb30BAHNE aHAJUTUKU JTaHHBIX
CTaHOBHUTCS OJHHM M3 KIFOUEBHIX (DAKTOPOB MOBBIIMICHHUS KOHKYPEHTOCIIOCOOHOCTH OM3Heca
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autonomous systems, to create value in a wide variety of fields, including management and
organizations, has recently been the subject of considerable research (Wodecki, 2020).

In summary, in order to empower individual through the era of Al, we should adopt a
balanced approach between opportunities and challenges that this technology presents and
create a learning environment that encourages individuals to develop skills of self-learning and
to apply latest technologies that support this process in order to effectively prepare them for
future workforce that will require constant flexibility and creativity.
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Other barrier relates to inequitable access to tools, technologies, resources and
information that support self-learning, irrespective of background. While technology
democratizes information or knowledge for some, it can also present number of real barrier to
those from marginalized groups and underprivileged communities or developing countries.
These include: limited access to stable, affordable, and reliable Internet connectivity, and the
necessary devices to access online resources. Many learning materials or resources are not
translated or adapted for learners who speak different languages and come from diverse
backgrounds. Other barriers to access include cost of online resources, or the lack of inclusive
resources that are culturally and contextually relevant. Addressing inequity and creating
inclusive environments that support learning in context is essential, and policy and governance
have critical roles to play.

Conclusion

Future direction of new learning methods. In summary, self-learning offers a multitude
of opportunities for growth of individuals learning to deal with the technological revolution.
However, in order to facilitate effective learning and also to develop in learners abilities to deal
with changing circumstances, it is necessary to look for solutions to a multitude of challenges
encountered in the process of learning. As noted earlier, the learning process is becoming and
will continue to be highly complex. In Virk (2022) one can find information about many of the
individual and group-based challenges that can be encountered by learners in the process of
self-learning, as well as ways and methods to deal with them.

Therefore, in search of future of the education, the necessity for adaptation to change of
the learning methods is highlighted. Currently, there are implemented so called traditional
learning methods (usually understood as classic), which are confronted with huge challenge in
form of new technologies, i.e. rapidly developed and implemented by companies all over the
world, as well as rapidly changing business environment and learning requirements in line with
changing requirements of job market. As stated before, for the needs of development, adapted
learning methods are necessary. The majority of already implemented learning methods (often
called traditional) in classic, in the form of lectures, training sessions etc., are not adequate and
therefore, are threatened with gradual decay. New learning methods, thanks to Al, enable the
individual learning process, so that everyone can learn at their own pace, at any place and at
any time, using so called personalized, learning paths. As stated by Bryndin (2024; 2025), Al
used in education allows for more in-depth learning, which will be in line with job market
requirements, when companies implement new technologies, which are developed and
implemented by companies all over the world. Therefore, new future of the education is not
only about disseminating knowledge, but also about a possibility of searching and experiments
and about self-learning.

Self-learning and adaptive methods therefore bring many benefits, however there are
many challenges that need to be addressed, for example, information that learners can access
for personal development can sometimes be overwhelming for learners, and be of poor quality.
Educational leaders and policymakers need to ensure that technology is used to enable all
learners to have access to resources, that enable self-learning and adaptability.

Al-supported systems, on the other hand, can be used to support self-learning. The key
role of a teacher is therefore that of a facilitator. He or she guides the student in order to assist
them in processing and making use of information, and in achieving their learning objectives.
The task of the teacher is thus significantly increased in the case of self-learning, because the
teacher not only has to select appropriate information, but also to ensure that the student is able
to make use of it effectively. It is therefore important for teachers to possess the necessary skills
in order to support students who are working with digital information and using autonomous
systems to support their learning. The potential of self-learning, combined with the use of
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from any location. Thus, by using online platforms for learning, which are supported by Al, the
vast resources of knowledge can be discovered by learners as they are recommended to them
on the basis of their behavior and preferences. Thus, in the context of Al-supported self-
learning, all individuals, regardless of their background, can acquire knowledge and skills and
enrich themselves in the same way as those who complete traditional education and are thus
able to enhance their employability and also to engage in lifelong learning, which is becoming
increasingly important in today’s economy and requires continuous acquisition of new skills
and knowledge.

However, skill development is also necessary in order to prepare employees for changes
in industries. Thus, self-learning, thanks to A, will help individuals to constantly update their
skills and obtain new knowledge and experience in order to find best jobs and to be able to
perform them efficiently. At the same time, Al-based platforms for self-learning, with the help
of their analytics, will show learners skill gaps in the labor market and help them to obtain
necessary skills and knowledge in order to be more competitive on the labor market. Thus, the
culture of adaptability will be created, and individuals will be able to not only work efficiently
in their current jobs, but also to look for new jobs, to find best jobs for them, and to grow
professionally.

As already noted, self-learning using Al provides great opportunities for personal
growth and development, however, in addition to these opportunities, there are also number of
challenges and possible limitations, which will be discussed below in order to find ways to
improve the self-learning experience and thereby to facilitate individual’s growth and learning.

Many educators today are worried that there is an increasing danger of information
overload. One of the biggest problems with learning today is that there is so much information
coming at learners from so many different sources. And, above all, so much of that information
is, in fact, irrelevant and of little or no use. In order to learn effectively, a learner has to be able
to focus on the information that is really relevant to his or her learning goals. Yet, in many
cases, the volume of information that a learner is exposed to can create what is known as
‘cognitive overload’ — in which the amount of information that a learner is expected to process
exceeds his or her capacity to do so. In some cases, this can lead to learners becoming
disheartened and demotivated as they are unable to make sense of the vast amounts of
information with which they are presented. In other cases, the simplest solution is to ignore
some of the information. Yet, this can create a major problem, as there is no guarantee that the
information that a learner chooses to ignore is not, in fact, the information that is most relevant
to his or her learning goals. As Virk (2022) noted above, algorithms that support self-learning
can, no doubt, help to find the relevant information, but there is, as yet, no program that can
initiate a learning program, or support a learner through it, on the learner’s behalf.

A number of challenges have been identified that obstruct the process of self-learning
through the use of technology in today’s fast-changing world. The greatest single challenge is
that of information over load, where it is argued that there is such a vast amount of information
available that it is impossible for individuals to sort through the material and identify that which
is of greatest relevance and importance. The reliance upon technology for information in an
environment where there is a constant change can place individuals in a state of catch-up. Those
that engage in self-learning must learn new skills at the same time as they have to unlearn
outdated ways of working. For individuals without prior experience of technology, or those
without adequate formal education, there is every likelihood that they will harbor feelings of
failure and inadequacy as they attempt to adapt to changing technologies and the ways in which
they are able to be used. The swift adaptability of a number of individuals to new technologies
will create considerable variation in terms of the degree of competency that they will possess
and thus pose further problems in terms of identifying the most appropriate method of learning
that will assist individuals in dealing with the vast array of skills that are currently required.
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also fitted to the individual talents and requirements of learners. This also prepares learners
better for their future challenges.

Opportunities to grow and adapt with Al exist in profusion. The use of artificial
intelligence in individual self-learning experiences leads to the increased opportunity of access
to individualized educational resources for persons all over the world, across disciplines and
subject matter within a variety of educational resources. This use also facilitates the ability of
learners to cultivate a number of “soft skills,” including critical thinking, creative skills, and a
host of interpersonal communication skills that are currently in high demand in a growing
number of global workplaces. Al-powered educational tools allow for a number of simulations,
among other resources, that assist self-learning individuals in cultivating a host of skills that are
employed in real-life scenarios in a variety of academic, professional and personal settings. As
noted by Kassymova and colleagues (2025) when learning with Al in individual self-learning
experiences, a person can acquire and develop a number of unique educational resources in
addition to developing needed academic skills and knowledge (Kassymova, 2025, p. 12).

On the other hand, a range of challenges face individuals and/or learners who make use
of these technologies. First, the information that is offered up to a learner via Al can lead to
information overload. Furthermore, it is possible that a learner may struggle to determine
whether the information obtained via Al sources is valid or not. The capacity to become a media
literate learner in order to negotiate information and to critically evaluate information sourced
from Al has thus become an extremely significant factor for many self-learning individuals
and/or learners. In addition, a number of ethical challenges presented by the increasing use of
Al have, to date, not been sufficiently addressed. Challenges that pertain to Al use in general
and in terms of data privacy, as well as Al-bias. Of greatest concern are the immense disparities
that exist with regard to access to technology that is sufficient to facilitate a quality learning
experience. Despite an array of technologies designed to democratize access to learning
resources, existing socio-economic challenges which affect all aspects of life are heightened
when it comes to technology-based opportunities for learning and, consequently, for growth
and development in a number of areas.

Results and discussion

The Al era is transforming the world, offering self-learning opportunities that allow
individuals to acquire individualized growth and adaptability. This new educational
environment uses Al technologies to create a variety of tools that can offer to support learners
and their self-learning endeavors, thus enabling them to grow and develop into adaptable
individuals equipped to face life’s challenges. Self-learning that is supported by Al can create
learning opportunities that are particularly individualized to each learner, which enables them
to grow and develop as individuals while increasing their understanding and grasp of
information and gaining new skills. Opportunities for individualized growth that are enabled
by self-learning Al tools and platforms offer new opportunities to reach a wide audience of
learners and thus equalize access to the tools and skills they need to adapt and to grow in an
information-based world, to acquire the required knowledge and acquire the skills that are
relevant in today’s world. Opportunities for growth, which are increasingly open to people all
over the world thanks to the Internet, can offer support to individualized self-learning programs
and support tools, thus supporting each learner in achieving their goals and reaching their full
potential, throughout their lives, while developing into versatile, resourceful and adaptable
individuals.

The digital transformation of education enables access to a wealth of knowledge stored
on online platforms and thus opens up new opportunities for learning. The range of resources
available to learners often is affected by geographical and by socio-economic barriers. The Al
era, however, is characterized by easy access to knowledge by any individual at any time and
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Introduction

Self-learning or independent learning, as the term is used in educational studies, more
and more frequently characterizes the new paradigm in the development of educational models
and practices. With a transition to a new model of education it is acknowledged that traditional
models of education are not in a position to arm a contemporary citizen for the ever-changing
needs of society and the market. Self-learning today above all relates to an era dominated by
technological progress. Artificial intelligence (Al) in the first place changes demands that are
put on individuals in a variety of settings. The key to dealing with these changing requirements
effectively consists of individual growth, or the development of the learner’s cognitive skills
and their application. These tasks, in the final analysis, can be addressed effectively through
self-learning, or independent learning. For self-learning in a technological environment not only
promotes learning that is suited to the individual, it also helps a person to adapt effectively in a
constantly changing environment, which is characterized by the obsolescence of learning and
skills within a very short space of time. In this sense, self-learning is also seen to foster a learner
who engages in lifelong learning.

However, there is a number of opportunities that self-learning brings. The various Al
technologies facilitate the self-learning experience and support the individual in his or her
unique learning environment. Algorithmically controlled systems are used to process user data
to create learning paths that are adaptable to a learner’s current status, skills and knowledge.
Thus, these learning paths are individualized to support a learner in achieving his or her goals
in the best possible way. Furthermore, the learner can go through the study material as fast as
he or she wants, and in the order that he or she prefers. If the learner wants to repeat a part of
the study material in order to get a better grasp of the subject matter, then he or she can do so.
On the other hand, if the learner wants to skip a part of the study material and move on to
another part, then he or she can do so as well. This aspect of self-learning is crucial, because it
has a positive impact on the learner’s motivation to continue learning. As is stated in the
research conducted by Ensmmna et al. ( 2025), the opportunities and applications of Al in
various learning environments, support learners in their learning processes. Intelligent tutoring
systems, virtual learning assistants and online educational platforms that are fueled by Al,
provide the learners with learning contents that are suited to their individual skills and previous
knowledge and that can be modified on the fly in response to the learner’s progress. Hence, by
using self-learning and Al technologies, the learning experiences are not only optimized, but
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MyXHM OMWJUIapjaH Oupu xucoOnaHaau. [6]. Iy Hykram HazapmaH, TabJIUM >KapaCHUHU
MHHOBAIIMOH TME€JAaroruk €HJallyBlap acoCHAa TAlIKWI OSTUII, TabIUM Ma3MYHUHHU
KOMIETEHIUSIBUI E€HAAIYB Talablapy acocuja MOJAEpPHHU3aLUs KWINII Ba paKaMiId TabIuM
TEXHOJIOTHSUIADUHN KEHI' JKOpUil »THin foi3ap0 Basudanmapmpan Oupu cudaruga HamoEH
OyIMOK1a.

3aMOHaBUN TUAAKTHK EHAALITYBIAp, XycycaH, MHTep(daos TabJIUM TEXHOJOTHSIIApH,
MYyaMMOJIH TabJIUM, Kec-CTaIu, JTOMNXa acoCH1a YKUTHUII Ba KOJUTA00OPaTHUB TABJIUM YCYJLIapu
Tana0alapHUHT KOTHUTUB (DaOJJTUTUHU OLIMPHUIITA XU3MAT KHUJIAJIH. bynnaii metomiap
TabJIUM OJIyBUWJIADHM Tal€p OWIMMIIADHM MEXaHHUK Y3JAIITHPUINIAH Kypa, MYCmaku
UBIAHUW, MAXAUT KUTUWL, OAIUTIAD ACOCUOA QUKD opumul 6a uimMuti XyJocauap YuKapHuIlira
nynantupamu. [7] AWHUKCa, pakaMJId TabJIUM MYXHUTHAA 3JIEKTPOH Iu1atdopmanap,
Maco(aBuil TabUM pecypciiapy Ba CyHbUW MHTEIIEKT TEXHOJOTusUiapuiaH (oinamaHuin
MYCTaKWJI TAbJIUMHUHT CaMapaJOpJIMTHHU OLIUPUIITA, TABTUMHUHT WHAUBHIYAIIAIIYBUHU
TabMHUHJIALITa XaM/1a OMIMMIIAPHUHT Y31yKCU3 SSHTUJIaHUO OopHIIura UMKOHUST spataau. [y
OwnaH Oupra, KOMIETCHIUsBHUN EHNAITYB aCOCHIA TAIIKWUI OSTWITAH TaBIAM Kapa&HU
manabanapoa Hagaxam Hazapuil OUTUMIAPHU, OAIKU AMAIUL KYHUKMALAP, AHAIUMUK
magaxxkyp, udcoouu énoaurye Ba peduekcuB  (QUKpIAml KOOWIHMSATIAPUHH  XaM
puBoxianTupanu[8]. TaHkuawii (QuUKpiam KOMIETEHIUACH IIAXCHUHT TYpJIH axOopoT
MaHOANapUHU TAaHKUIUN Tax M KWIHII, MAHTUKAA XyJI0ca YMKAPUII Ba WJIMUN acOCIaHTaH
Kapop KaOyn KWUJUII KOOWIMSATHHU IIAK/UIAHTUPCA, MYCTAKWJI TabJIUM KYHHKMallapu 3ca
TabJIUM OJYBUMHMHT Y3UHU Y31 PUBOXKIAHTUPHUIL BA YMP JABOMHU/JIA TABJIUM OJIUII SXTUEKUHU
KOHAMPUIITa XU3MaT Kwiagu. Jlemak, y3lyKcu3 TabiuM THU3UMHAA Ma3Kyp KYHUKMalapHU
MIAKJUTAHTUPUII TabJIUM CHU(ATUHU OIMIMPHIL, WHHOBALMOH (UKpiainuran pakodatdapmomr
KaJIpJlapHu Tal€piam XamJa 3aMOHAaBUN IKAMHUSITHUHI HWHTEJUJIEKTyall TapaKKUETUHU
TabMUHIIAITHIHT MyXUM TI€IarOTUK [MIapTH XUCOOIaHaIu.
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V3MamTUpHINTa HYHAITHPWITaH OyimuO, TanmabGaHWHT aHATUTUK (QUKpIam KOOWUIUATHHU
yexsad Kysau. Awmepukanuk Qaiinacyd, memaror Ba mcuxoijor onuMm JKon prou
TabKUJIATAaHUACK, ‘‘mavium uHconHu uxkpaawea ypeamuwu aozum’’[3]. Uy 6ouc tabaum
)apaéHua MyaMMOJIU Ba3USTIApHU SIPATHUIII, TaXJIWINKA caBoJutap Oepuin Ba 6axc-MyHo3apa
MeTtoiapuaad  (QoHJaNaHWII MyXUM axaMusATra ora. Tankunuii  UKpIAITHHA
NIAKJUIAHTUPUIIIA KYHUAard IUIaKTUK TEXHOJIOTHUSIIAp caMapai XucoOIaHaIu:

* KEHMC-CTaau;

* 1e0aT TEXHOJIOTUSCH;

* “aKJIN XyKyM~ METOJIH;

* KJIACTEP Ba MHTEIUICKT-XapUTaiap;

* TOMMXa METOJIH;

* peICKCUB TaXJIWI YCYIUIAPH.

Maskyp TexHoJorusap Tanadagapaa axOOpOTHH TaHKMAWK KaOyn KWIMMI, TYpJU
HYKTaW Ha3apJapHd COJUINTHPHII Ba MYCTAKWI XyJoca YHKApUIl KYHHUKMaJapHHU
IaKJUTAHTUPATIH.

MycTaku TabJIUMHHUHI MeIarorik UMKOHHMATIAPH MyCTakuil TabIUM Y3ITyKCHU3
TABJIUM THU3UMHHMHI MYXUM TapKuOMil KucMu xucoOmaHamu. AWHHKcCa, pakamiid
TEXHOJOTHSUTAPHUHT PUBOXKIAHUIIN MYCTAKUI TabJIUM HMKOHUSTIAPUHU KEHTaUTHPMOKIA.
OnektpoH twiargopmanap, LMS Tuzumiiapu, BUpTyan KyTyOXOHajap Ba OHJIAWH Kypciap
TaBJIUM OJYBUWJIAPTa BAaKT Ba MAKOHJIAH MYCTAKWJI PaBUIIAA OWIMM OJUII WMKOHHUSTHHU
O0epMokaa.  ByryHru kyHzna CyHbUN HHTEIIEKT TEXHOJIOTHUSAJIAPUIAH TabIUM >Kapa€HUIa
doiiamaHuIll XaM MYCTaKWJI TABIMMHHUHT SIHTM OOCKMYMHH IIAKUIAHTUPMOKIa. MacanaH,
aoanmueé mavium niameopmanapu maiadbaHuHe UHOUBUOYA KOOUIUAMU 64 OUIUM
odapasicacuea Moc KOHmeHmHy TakIu@ dTUII UMKOHUSATHTA dTa [4].

[y Ounman Oupra, MyCTakwW1 TAbJIUMHH TAIIKUI JTHIIJA TEIArOTHUHT POJH XaM
y3rapMokaa. 3aMOHAaBUW YKUTYBUM OWJIMM MaHOaW 5Mac, OaJKM TabiIuM >Kapa€HUHU
OomkapyBuu ¢acunuTarop cudaTHIa MaioHra YMKMOKIa. by aca maxcra WyHanTHpuiIran
TabJIUM KOHIETIIUSICUHUHT PUBOXIIAHUIIN OnjiaH OeBOoCcHTa OOFITHUK.

KovmnereHnusiBuii éHIaIIyB Ba HHHOBALMOH TABJMM XO3HPTUd TAbJIUM THU3UMUJIA
KOMIIETEHIIMSABHI EHIAIYyB MYXHM axaMusAT KacO 3TMOKAa. YmOy EHIamyB TabJIuM
OJIYBUMHUHT (akaT Ha3apuil OMITUMIapUHU dMAC, OAIKU AMAull, KOMMYHUKAMUE 84 AHATUMUK
KOMNEMeHYUANApUHY XaM PUGOICIAHMUPpULLIRa KapaTIIraH [5]. Tankuauii pukpam Ba
MYCTaKWJ TaBJIUM KyHUKMaTapuHu puBoxiantupuniiaa STEAM  rtabnumu, daumnmen
kiaccpyM (flipped classroom), blended learning Ba inquiry-based learning Texnomorusinapu
MYyXUM YpUH TyTaau. AHHUKCa, (QIIUMIe ] Ki1accpyM MOJeNu TajJabaJapHUHT AapcaaH TallKapu
BaKTJla MyCTaKWJ OMJIUM OJIUIINHU Ky4aTHPaIH.

TagkukoTinap KypcaTumu4ya, TaHKUIAAW (QUKpIAml KYHUKMAacd pPUBOXKJIAHTaH
Tanabanap:

* MyaMMOJIapHH TE3POK XaJl KUJIalu;

* axOOpOTIapHU capaiaii oJiaau;

* MIHHOBALIMOH FOsUIap UIUIA0 YUKAIU;

* kacOuii (haonuATra T€3 MOCIHIAIIA/IHN;

* IDKTUMOMI (DAOJITUKHY HAMOEH ATa/IH.

By sca tabnuMm cudartuHM ommpuIn Ba pakoOdaTOapaomI Kaapiaap Taképamaa MyXuM
oMun xucobmanamu. Kaig sTum sxous3ku, riobamiaimyB Ba pakamid TpaHchopMarus
XKapaCHiapu KaJan Keda€TraH XO3UPIH HIAPOUTIA Y3IIYKCH3 TabJIUM THU3UMHIA TAHKHUIUHA
¢uKprIam Ba MyCTaKW TabJIUM KYHUKMAIAPUHU IIAKUIAHTHPHILI CTPATETHK axaMHAT Kaco
TMOK/A. Ma3kyp KOMIETEHIHSUIap IIAXCHUHT WHTEIUIEKTYall CAJOXUSTHHH
PHUBOMIIAHTHPUIL, YHUHT aXOOPOTIApHU TaxJIMIKMN Oaxouiall, MyCTaKiI Kapop KaOys KUJIHII
XaMIa y3rapyB4aH IKTHMOWH-KacOMH MyXHTTa MOCIAMINII KOOWJIMSATHHU TabMHUHJIOBYH
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V3JYKCHU3 TABJUM TUZUMUJIA TAHKUJIUN ®UKPJIALI BA
MYCTAKWJ TABJAUM KYHUKMAJAPUHU
IAKJJAHTUPUIIHUHT JUAAKTUK UMKOHUSTJIAPU

Nkpamosa Huropa baxonuposHa

“Tashkent International University of Education” xankapo yHUBEpCUTETH
10.61587/mmit.tiue.uz.v1i1.380

AnHoTamusi. Makonana y3iayKCH3 TabdUM TH3UMHJA TaHKUAWN (DUKpIam Ba MYCTAaKWI TabJIAM
KYHUKMaJTapuHU IMAKUTAHTHPUITHAHT 3aMOHABHM MUAAKTHK WMKOHHATIAPU TaXJIWJI KIJIWHTaH.
IIyHUHrACK, pakamiid TabIdM MYXHTH, KOMIICTCHIUSABHI EHIANIyB Ba WUHTEP(AONT METOITAPHUHT
TaBJIUM CaMapajiOpJIUTUra TabCUpH EpuTwirad. Myammd TOMOHUIAH MYCTaKWI TahJIMMHU TaIIKHIT
STHITHUHT WHHOBAIIMOH YCYJUIAapU Ba TAHKHIUM (UKPIAIIHA pPUBOMXIIAHTHPYBYH TIEIArOTHUK
MeXaHM3MJIap WIMHHA )KUXaTAaH acOCIaHTaH.

Kanum cyznap: y3nyxcus mavaum, maHKuouti ukpaaut, Mycmaxkui mavium, OUOAKMUK UMKOHUSIMAAD, PAKAMIU
mawvaum, uHmepghaon memoonap, KomMnemeHyusgull EH0auLys, UHHOBAYUOH Neda202UKA.

DIDACTIC OPPORTUNITIES FOR DEVELOPING CRITICAL
THINKING AND INDEPENDENT LEARNING SKILLS IN THE
SYSTEM OF CONTINUOUS EDUCATION

Ikramova Nigora Bakhadirovna

Tashkent International University of Education

Abstract. The article analyzes modern didactic opportunities for developing critical thinking and
independent learning skills within the system of continuous education. It also highlights the impact of
the digital educational environment, competency-based approaches, and interactive teaching methods
on educational effectiveness. The author scientifically substantiates innovative methods of organizing
independent learning and pedagogical mechanisms aimed at developing critical thinking.

Keywords: continuous education, critical thinking, independent learning, didactic opportunities, digital
education, interactive methods, competency-based approach, innovative pedagogy.

Xo03upru riodajulanryB Ba pakamid TpaHchopMaius IApOUTHIA TABIUM TH3UMH
KAMUAT TApaKKUETUHUHT CTPaTeTMK OMWINMTA aijlaHMOKIa. 3aMOHaBMH MexHaT 0030pH
HadakaT MyailssH Ownumiapra, Oalku MycTakusl (UKpiaid oyafuraH, TaxJWI KWW
KOOMJIMSITHTA 3Ta Ba MHHOBALMOH Kapopiap KaOyJ Kujla oJaJuraH MyTaxaccuciaapra dXTHEK
cesmokna. llly HyKkTam HazapnaaH, Y3JIYKCHU3 TabiMM TH3UMHUAA TaHKUIUK (uKpram Ba
MYCTaKWJI TabJIMM KYHUKMAaJapHHU MAKIUTAHTHPHIN J013ap0 MeJaroruk MyaMmMosapaan oupu
XHUCOOIaHa M.

Taakuanii GukpiIam MaxXCHUHT axOOPOTHU Tax M KWJIHII, MAaHTUKHA Oaxoniaml Ba
acoclJIaHTaH Kapop KaOyn Kuiui KoOunusaTuHu udonanaiian. Amepuxarux onum Puuapo Ilon
MAHKUOUNl  QPUKPIQUWHU  “UHCOHHUHZ V3 (DUKDPAQUWL JICAPACHUHU HA30pam KUiuu 8d
makomuiiawmupuwu”  cugpamuoa w3oxjaiaum [1].by kapaéH TabIUM  OJYBUMHHUHT
WHTEIUIEKTYal MYCTAaKWJUTUTUHU TabMUHIANAU. MyCTaKul TabJIUM 3Ca TABJIUM OJYBUYHHHHT
negaroruk ckapa€uaa ¢aon cyobekT cudartuaa WINTUPOK ITHINWHM aHriaaTaan. XyCycaH,
MYCMAaKuil mavium UHCOHHUHZ V3 OUTUMIAPUHU MYHMA3AM pasuuioa siHeuiad oopuwiu Ba
KacOMii pUBOKTAHUIIIMHYA TAbMHUHJIAIITA XU3MaT KuJaau [2].

Tankuauii GUKPIAIHUHT TUAAKTHK aXaMHUATH 3aMOHABUN JUAAKTUKA1a TAHKU NN
(GUKpIAIHA  PUBOKJIAHTUPUII TAaBIUMHHHI acocuid Basudamapuman Oupu cudatuna
KapaaMokaa. UyHKU aHbaHaBUH PETPOAYKTHB TAbJIUM MOICIUIApU KYTIPOK Tal€p OMIMMIIapHU
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nedopMmanusiMu (QyIsIepeHa, 4To MO3BOJISIET UHTEPIPETUPOBATh BPEMEHHOM psAJl KaK OTKIIUK
CUCTEMBI Ha H3MEHEHHE JIOKAIBHOTO pelibe(a MOTEHIIUATBHON YHEPTHH.

3akao4yeHue

B pabore moka3aHo, YTO METOA KOMIIBIOTEPHOTO MOJEIHPOBAHUS IO3BOJISIOT
3 PEKTUBHO HCCIIEOBAaTh MUTPALMI0O aToMa HHKeNns Ha mnoBepxHocTu ¢ymiepeHa Ceo.
MounekynspHO-TMHAMUYECKOEe  MOJAEIMPOBAHUE MO3BOJIMIO  ONPENEIUTh OCOOEHHOCTH
JBIKEHUS aroma Ni, XapaKTepHbIe MOJOXKEeHUs aJCOPOLMU U BIUSHHE TEMIIEpaTyphl Ha €ro
HOABIKHOCTB. [loydeHHBIE pe3ynbTaThl MOTYT OBIThH IOJIC3HBI JUIA AATbHEHIIETO U3ydEeHUS
HAHOCHUCTEM M pa3pabOTKU HOBBIX ()YHKIIMOHAIBHBIX MAaTEPHAIIOB.
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Ni—Ceo, 3anucannbie ¢ uaTepBajgoMm 0,1 mc. Takoit moaxom Mo3BoJIE€T UACHTUDHUIIMPOBATH
MOMEHTHI TepeXo/a HHUKEIs MEXAY Pa3IMYHbIMHU MOJIOKCHHUSIMH aJCOPOIUHU, MOCKOIBKY
MUTPAIIIOHHBIE COOBITHS COMPOBOXKIAIOTCS XapaKTEPHBIMH CKauYKaMU WA H3MEHEHHUSIMHU
SHepruu B3aumojencTBus. [lodyueHHbIE BpeMEHHBbIE 3aBUCHMOCTH TOKAa3bIBAIOT, YTO IpHU
MOBBIIICHHBIX TEMIIEpaTypax HaOII0JAI0TCS 3HAYUTENbHBIC (IYKTyalll >HEPTUU CBS3H,
OTpaXKalolllie JUHAMHUYECKYIO PECTPYKTYPHU3ALUIO JIOKAJTIBHOTO OKPYKEHHMS M MUTPALUIO
9K30aTOMa B HOBBIE CTaOWJIbHBIE WJIM METACTAOMIbHBIC TTOJIOXKEHUST Ha MoBepxXHOCTH Ceo. Ha
pUCYHKe 2 MOKa3aHa cepusi CHUMKOB KOH(DHUTypaIuii CUCTEMBI, JEMOHCTPUPYIOIIUX XapaKTep
MUTpAIK 3k30aromMa Ni B pa3HbIe MOMEHTBI BPEMEHH | TIOITBEPKAAIOIINX ITEPEXO0IbI MEKTY
Pa3TUYHBIMU 00JIACTSAMHU TOBEPXHOCTH (yJUIepeHa.

Puc. 2. Pasnosecuvie onunwt ceaseii C—C 6 gpynnepene Coo — 1,42 A u Ni-C — 2,16
A, a maxace mpaexmopus muzpayuu sxzoamoma Ni na nosepxnocmu Cso no 0anHbILM
MOJEKYIAPHO-OUHAMUYUECK020 Mooenuposanusn 6 meuenue 1000 nc. Ilokazanwt
xXapaxkmepHbvle a0copOUUOHHbBIE NOJI0NHCEHUA U NEPEXO0ObL MEMNHCOY HUMU, OmpParcaroujue
memnepamypHo-uHOYUUPOGAHHYI0 NOOGUNHCHOCH AMOMA HUKEIA.

BpemenHnoil aHanu3 MOKa3bIBa€T, UYTO XapaKTEpHbIC MEPEXOJHBIC BpPEMEHA
MEXAY JIOKAUIBHBIMA MUHUMYMaMH COCTABJISIIOT MPHUOIU3UTENBHO 5—15 1mc. DTOT Amamna3zoH
corynacyercsa ¢ TUIMUYHBIMU BPCMCHHBIMU MaCH_ITa6aMI/I TCIIJIOBBIX KOH€6aHI/II71 YrjiepoaHoro
KapKkaca MpH HCCleAyeMoil TemrepaType. DTO MpearnojaraeT, 4To MUrpaius 3K30aromMa B
OCHOBHOM OOYCJIOBJIEHA TEMIIEPaTypHO-UHAYIIMPOBAHHBIMUA Je(QOpPMAIUAMH  CTPYKTYPHI
dymiepeHa, KOTOpble NEPUOAUYECKHM U3MEHSAIOT BBICOTY Oapbhepa Ha MOTEHIHAIBHON
MOBEPXHOCTH U CO3/IAI0T YCIIOBUS AJIsI CKAYKOOOpa3HOTO mepeMenieHus. JIpyruMu ciioBaMu,
MUTpanusi  TEPMHYECKM  aKTUBHpPOBaHa, 4YTO  TUINWYHO Uil  aJaTOMOB  Ha
HAHOCTPYKTYPUPOBAHHBIX  YIJICPOJIHBIX TOBEPXHOCTSAX. TakuMm o00pa3oM, THOJIy4YEeHHBIE
pe3ynbTaThl JAEMOHCTPUPYIOT CBS3b MEXAY IWHAMUKOM 5K30aToMa U KoJieOaTeTbHBIMU
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¢ MoJieKyJ1amMu (yJIIepeHOB MPUBJIEKAET 3HAYUTENIbHOE BHUMaHHe OJiaroaps NOTEHIUATbHBIM
o0nacTsaM TPUMEHEHWs B Karajau3e, MOJEKYISIPHOM DIIEKTpPOHWKE U  pa3paboTke
HaHOMAaTEPHAJIOB [1-3]. Oco0Oprit HWHTEpEC MPEACTABIISIIOT bymnepeHsl,
(GYHKIIMOHATN3UPOBAHHBIE HUKENEM, IMOCKOJIBKY MPUCYTCTBHE HK30aTOMA HHUKENS MOXKET
U3MEHATh DSJIEKTPOHHBIE W MarHUTHBIE CBOMCTBA YIVIEPOJAHOIO Kapkaca, BIUss Ha €ro
XUMHYECKYIO0 aKTUBHOCTh M CTaOWiIbHOCTG [4,5]. [lpensinymue uccnenoBanust meronom DFT
MOKa3aJIh, 4YTO DJK303JPUYECKUE AaTOMBl MEPEXOJHBIX METAUIOB IPEUMYIIECTBEHHO
aacopoupyrores B Mectax C—C-MocTHKOB Ha TOBepXHOCTH Ceo C FJHEPTUSIMU B3aUMOICHCTBUS
nopsiaka 1 3B [6]. [loHMMaHue MeXaHU3MOB MUTrpallMd aTOMOB METaJUla Ha MOBEPXHOCTU
¢ynepeHa uMeeT peraroliee 3HadeHue sl KOHTPOJIS 3TUX CBOIMCTB B HaHoMaciTade [7,8].

MeTtoabl uccjaenoBaHue

Bce cumynsauuu B 3T0# paboTe ObUIM BBINOJHEHBI C MCIONIb30BAaHUEM IaKeTa
LAMMPS c OTKpBITBIM HCXOJIHBIM KOJOM, OCHOBAHHOTO Ha METOJaX MOJICKYJISIPHOM
muHamuku (M/]) [9]. Koopaunater mosnekyn ¢ynnepena Ceo ObUTH MOATOTOBJIEHBI C TOMOIIBIO
nporpammbl Nanotube Modeler. Aromubie koopanHaThl Gysuiepena Ceo ObUTH CTEHEPUPOBAHBI
B LAMMPS wu BHOOCHEACTBUM pEIAKCUPOBAHBl C HCIOJIB30BAHUEM  KJIACCHUYECKOMN
MUHHUMM3ALUNA 3HEPTUU C TMOMOIIbIO AJTOPUTMA COMPSKEHHBIX TpagueHToB. Penakcarus
MpOBOAMIACE B paMKax TOW JKE€ MEKATOMHOW NOTEHUHAIBHOM CTPYKTYphI, KOTOpas
UCIIOJIb30BaJach I MOCIEAYIOUUX CUMYJSALUN MOJEKYIsIpHOM JauHaMUKH. KBaHTOBO-
xumudeckast (DFT wnm Gaussian) cTpyKTypHasi ONTUMHU3AIMS HE MPUMEHSIIACH, TOCKOIBKY
[ENbI0 JAHHOTO WCCIEIOBAaHUS SIBISETCS W3YYCHHWE TUHAMHUKUA MUTPALUU, OOYCIIOBICHHON
TEMIIepaTypoH, B TEUCHHE JJIUTEIILHOTO BpeMeH! MoaenupoBanus. JmuHbl cBsazeit Ni—C Obutn
MPOAHAIM3UPOBAHBI U BU3YAIM3UPOBAHBI C MOMOIbi0 nporpammbl JMOL nnst u3ydeHus
koHuryparmu aacopouun Ni@Cso. 15 mogaepkanus BbIOpaHHON TeMIlepaTypbl B aHcambJie
NVT ucnons3oBaics repmoctat Hoze—Xysepa [10,11].

[TepBas yacTh mpeHA3HAYCHA JIJIS1 OTIMCAHUSI B3aUMO/ICHCTBUS B TUIOCKOCTH (DyiepeHa
Ceo. Hns B3aumoneiictBust C-C MOXHO HMCIOJB30BaTh W3BECTHBIE MOTEHIMAJbI, HAIPUMEp,
aJaNTHPOBaHHBIN AIMIMPUIECKUI OTEHIIMAT MEKMOJIEKYIIsIpHOTo B3auMmozeiicteus AIREBO
[12]. OH x0poIllI0 MPOBEPEH U AKTUBHO HUCIOJIB3YETCS MJI U3YUYEHUS YTIECPOAHBIX CTPYKTYP
[13]. [loTeHIIMaM COCTOUT U3 TPEX YaCTeil:

_1 REBO Lj TORSION
E =2 %Y Ej"" + Ej + Xeij Zizijk Exiji , (D)

IJI€ — DHEPTHs KOBAJEHTHOIO B3aMMOJICHCTBUSI, — dSHeprusa Ban nep Baambca, —
3Hepr1/1${ BpaH_[eHI/ISI IIJIOCKOCTH. Me)KaTOMHI:Ie B38.PIMO,Z[€I>'ICTBI/I$I 6LIJII/I OIIMCaHbI C
WCITOJIh30BaHUEM THOPHUIHON TTOTCHIIMAIBHOM CXeMbI, peann3oBanHoi B LAMMPS.

Bzaumopeiicteue Ni—C Obu10 onmmcaHo MOTEHIHAIOM Mop3e ¢ paccTosiHuEM
orceuku 4,0 A, 4TO 1MO3BOJAET HEMPEpHIBHO OCHAOGIATH CBA3b M E€CTECTBEHHBIM 00pPa3OM
JUCCOLIMUPOBATh BO BpPEMsSI MUTPAIMOHHBIX COOBITHI. AHanmuTHueckas (opma MmoTeHIHaia
Mop3se 3a1aeTcst caeayoImuM 00pa3oMm:

U(r) =D, [(1- e e-RI)* —1], )

A€ 7 — PAacCTOSHHE MEXAy aTomMaMu, D. — D3HEprusi paspbiBa CBS3U, R, —
paBHOBECHAsI IJTMHA CBSI3H, 0. — >KECTKOCTh CBSI3H.

Pe3yabTaThl M 00Cy:KIeHHE

Jng  aHanmu3a [WHAMUKHA JIBWKEHHUS DK30aTOMAa HHKEISl OTHOCHUTEIIBHO
MOBEPXHOCTH (yiiepeHa ObLIIM PaCCUYUTAHBI U COXPAHEHBI BPEMEHHBIEC PSi/Ibl SHEPTHH CBS3U
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KOMIIBIOTEPHBIE MOAEJNUPOBAHUE MUTPAIIUU ATOMA
HUKEJS HA TOBEPXHOCTHU ®YJJIEPEHA Cso
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AunHotamusi. B mamHOW pabore paccMaTpwBaeTCs NPUMEHEHHE METOIOB KOMITBIOTEPHOTO
MOJICIIUPOBAHUS U HMCCIEOBaHUsI MUTPAIMH aToMa HHKellss Ha moBepxHOcTH (ymiepera Ceo.
OCHOBHOE BHUMAaHHUE YJIEISICTCS MOJCKYJISIPHO-AMHAMUYECKOMY MOJACIHUPOBAHUIO TEMIIEPATypHO-
3aBHCHMOTO [JIBIDKCHHS aToMa HUKENs, aHaJTU3y €ro B3anMOCHCTBHSA C YTIJIEPOJHBIM KapKacoM W
00paboTKe MOMyYeHHBIX PAacYETHBIX NAHHBIX. VCTONb30BaHME CHEUATN3UPOBAHHBIX MPOTPAMMHBIX
CPEJICTB TIO3BOJISET OIICHUTh OCOOCHHOCTH MOBEICHUS HAHOCUCTEMEI TP Pa3JIMYHBIX TEMIIepaTypax u
BEISIBUTH YCJIOBUS, TPU KOTOPBIX HAOIIOAAaeTCs MUTpalysi aroMa MO0 MOBEPXHOCTH (yJuiepeHa.
[Monmy4yeHHBIC pe3yIbTATHl MOTYT OBITH UCIIOJIE30BaHBI B 00JaCTH HAHOMATEPHAIOB, BEIYHCIHTEIEHON
(hM3HMKY ¥ TPUKIIATHBIX HH()OPMAITMOHHBIX TEXHOJIOTHIA.

Kniwouesvle cnosa: xomnviomeproe MoOenuposanue, MOIeKyIapHas ounamuxa, amom nuxeas, @yirieper Ceo,
MUspayus amoma, HAHOCUCMeMA, MeMNePAmypPHAst 3a8UCUMOCHTb, YUCTIEHHOE MOOETUPOBAHILe.

COMPUTER MODELING OF NICKEL ATOM MIGRATION ON
THE SURFACE OF FULLERENE Coso
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Abstract. This work considers the application of computer modeling methods to study the migration of
a nickel atom on the surface of fullerene Ceo. The main focus is on molecular dynamics simulation of
the temperature-dependent motion of the nickel atom, analysis of its interaction with the carbon
framework, and processing of the obtained computational data. The use of specialized software tools
makes it possible to evaluate the behavior of the nanosystem at different temperatures and to identify
the conditions under which atomic migration occurs on the fullerene surface. The obtained results can
be applied in nanomaterials research, computational physics, and applied information technologies.

Keywords: computer modeling, molecular dynamics, nickel atom, fullerene Cso, atomic migration, nanosystem,
temperature dependence, numerical simulation.

BBenenune

CoBpemeHHbIe HH()OPMAIIMOHHBIE TEXHOJIOTHH IIIMPOKO MTPUMEHSFOTCS B
HAayYHBIX HCCIICJIOBAaHUSAX, OCOOCHHO TIPH KOMIIBIOTEPHOM MOJICTUPOBAHUH  CIIOKHBIX
HaHOCHCTeM. MUTpaIys aToMa HUKEIIs Ha TOBEpXHOCTH ysuiepeHa Ceo PEACTABISAET HHTEPEC
JUISL MU3YYEHUsI CBOMCTB HAHOMATEPHAJIOB M HUX BO3MOKHOTO MPUMEHEHHUS B DJIEKTPOHUKE,
KaTaJqu3e M MaTepuajoBeJcHUH. lIcronp30BaHME METONOB MOJIEKYJSIPHOM JIHMHAMUKHU
MO3BOJISIET UCCIIEIOBATH JIBHXKEHUE aTOMa TP PA3JIMYHBIX TEMIIEpATypaxX U aHAJIM3UPOBATH €TI0
B3aMMO/JICHCTBUE C YIJIEPOJHBIM KapKacoM. B3anMoieiicTBrEe aTOMOB NEPEXOAHBIX METAJIIIOB
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While Zigbee 3.0 remains one of the most efficient communication standards for smart
buildings, securing it requires continuous adaptation. Combining Zigbee 3.0 standards with Al
anomaly detection and decentralized blockchain validation provides a robust defense model.
As Uzbekistan expands its smart city programs, embedding advanced data security into urban
planning is vital for maintaining economic and social stability.
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Dubai Smart Tower Incident (May 2024): Attackers breached the Building
Management System (BMS) of a major 180-company commercial center in Dubai. They
forcibly shut down HVAC systems across 15 floors and locked occupants inside elevators while
monitoring building feeds via compromised security cameras. The exploit succeeded due to
legacy protocol fallbacks and misconfigured loT gateways.

Omni Hotels & Resorts (April 2024): A major cyberattack targeting hotel
infrastructure rendered Zigbee-based smart room locks and reservation databases completely
inoperable, halting operations for several days and causing multi-million dollar losses.

Uzbekistan Breach Events (February 2026): On February 12, 2026, the Ministry of
Digital Technologies confirmed a breach involving over 60,000 personal data records. While
centered on primary authentication systems (OnelD), this event serves as a critical warning for
smart building deployments: compromising the central coordinator (Trust Center) compromises
the entire facility.

6. Proposed Hybrid Security Model: Blockchain and Artificial Intelligence

Traditional static security models are insufficient for next-generation smart buildings.
Studies demonstrate that Radial Basis Function (RBF) neural network architectures achieve a
98% detection rate for network traffic anomalies.

Proposed Architecture:

* Al (RBF) Anomaly Monitoring: Continuously monitors packet traffic from loT
sensors. If a sensor generates abnormal burst patterns indicative of a DoS or flooding
attack, the system isolates the node dynamically.

* Blockchain Security (BCS): Decentralizes key management functions. New devices
must be validated against a distributed blockchain ledger before obtaining network
credentials, mitigating single-point-of-failure risks at the Trust Center level.

7. Conclusion

Key Recommendations

Key Rotat .
- == L‘j Dynamic Key Renewal

M Al Monitoring Rotating keys every 24 hours increases resilience by 85%.

Physical Q IDS Monitoring

Security
Coordinator-level packet inspection to drop anomalous traffic.
Legacy Fallback

Hardware PUF
Physical Unclonable Functions to prevent device cloning.

Figure 4. Protection strategy and defense effectiveness metrics (Dynamic Key Renewal, IDS Monitoring,
Hardware Security).

Key Recommendations:

* Dynamic Key Rotation: Automatically re-keying the Network Key every 24 hours
increases overall resilience by up to 85%.

* IDS Monitoring: Implementing Intrusion Detection Systems at the coordinator level
to drop anomalous packet streams.

» Hardware-Level Security: Incorporating Physical Unclonable Functions (PUF) to
guard against hardware cloning.
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In loT, energy is as valuable as security. The benchmark comparison shows why AES-128 remains the optimal choice for
low-power Zigbee devices compared to heavy RSA or specialized ECC.

100
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50
40
30
20
10

0

AES-128 RSA-2048 (Heavy) ECC (Optimized)
(Standard)

I Energy Consumption (Lower is better) [l Security Level (Higher is better)

Figure 3. Comparative evaluation of algorithms: Energy Consumption vs. Security Level (AES-128, RSA-2048,
ECC).

Cryptographic Formulation: The AES-128 algorithm remains the benchmark for
modern symmetric encryption. The encryption operation for data packets is expressed through
the following mathematical model:

C; = P; @ E(Ty)

- C; represents the resulting ciphertext block,

« P, represents the plaintext data block,

« E;, represents the AES encryption function executed with key k,
«T; represents the unique Frame Counter value for the i-th packet.

Incrementing the Frame Counter with every transmitted frame prevents malicious
actors from performing replay attacks.

4. Zigbee 3.0: Evolutionary Leap in Security

In legacy Zigbee profiles (such as Zigbee Home Automation), the most vulnerable phase
occurred during initial device commissioning. Network keys were frequently transmitted in
plaintext or encrypted using a universally known default key (ZigBeeAlliance09).

Zigbee 3.0 addresses this vulnerability through the Install Codes mechanism. Each
device is assigned a unique, factory-set QR code or alphanumeric string printed on its enclosure.
During network joining, the device derives an initial link key from this code to securely receive
the master Network Key, virtually eliminating over-the-air key interception.

Additionally, Zigbee 3.0 incorporates Dynamic Link Keys (DLK) based on Elliptic-
Curve Diffie-Hellman (ECDH) key exchange, guaranteeing unique session key generation for
every interaction.

5. Cyberattack Analysis: Real-World Case Studies

Smart building infrastructures are vulnerable to practical attacks beyond theoretical
models. The following cases demonstrate the real-world implications:
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networks. By 2025, the number of attacks targeting Uzbekistan's digital infrastructure exceeded
107 million, underscoring the urgent relevance of this research.

2. Literature Review and Current State of Research.

Globally, extensive research has been conducted on Zigbee protocol security.
Technology leaders such as Silicon Labs and Texas Instruments have published specification
guidelines to secure the physical and network layers. Built on top of the IEEE 802.15.4
standard, key management vulnerabilities and Denial of Service (DoS) susceptibility are
frequently cited as key weaknesses of the protocol stack.

In Uzbekistan, IoT security issues are predominantly analyzed within specialized
cybersecurity centers and technical universities. The Law "On Energy Saving," enacted in
August 2024, provided significant legal impetus for smart building construction. However,
local scientific literature lacks comprehensive studies on hybridizing Zigbee security
architecture with artificial intelligence (AI) and blockchain technologies.

3. Zigbee Security Architecture: Technical Analysis.

Zigbee security operates on an "open trust" model within internal layers, meaning intra-
device layers trust one another implicitly while external network communications are strictly
encrypted using the AES-128 algorithm.

Security is distributed across a mesh hierarchy. Proper architectural layout reduces data loss risks by up to 40% by

isolating mission-critical controllers from vulnerable end-nodes.

Z R E

Coordinator Router End Device
rust Center / Network Root Extends Mesh Range Sensors, Locks, Lights
MAC Layer NWK Layer APS Layer
Uses CCM (Counter with CBC-MAC) for Hop-by-hop encryption via 128-bit End-to-end security via Link Keys for
frame integrity. Network Key. sensitive data.

Figure 2. Network architecture of a smart building (Coordinator-Z Router-R End Device-E). Proper
architectural layout reduces data loss risk by up to 40%.

Layer-by-Layer Protection (Stack Security):

MAC Layer (Media Access Control): Responsible for packet formatting and utilizes
the CCM (Counter with CBC-MAC) mode specified in IEEE 802.15.4. This mode
simultaneously ensures data encryption and message integrity.

Network Layer (NWK): Implements hop-by-hop encryption across the mesh network
using a 128-bit Network Key.

Application Layer (APS): Establishes end-to-end security between two endpoint
devices. The Link Key at this layer is reserved for sensitive transactions, such as transmitting
electronic door-unlock commands.

822



Proceedings of MMIT’26 International Conference 6 June 2026y.

ENSURING DATA SECURITY IN SMART BUILDING SYSTEMS BASED
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Abstract. This paper provides a comprehensive analysis of the security of the Zigbee protocol, which serves as
the foundation of modern Smart Building infrastructure. The research examines the protocol's multi-layered
protection mechanisms, updates introduced in the Zigbee 3.0 standard, and real-world cyber-physical attacks
(including the Dubai Smart Tower and Omni Hotels incidents). Furthermore, within the framework of Uzbekistan's
digital strategy through 2030, author recommendations are proposed for integrating artificial intelligence and
blockchain technologies to ensure the security of intelligent buildings. In terms of scope and content, the paper
fully complies with the standards and requirements of the Higher Attestation Commission (OAK).

Keywords: Zigbee 3.0, smart building, IoT security, AES-128, Trust Center, cyberattacks, Uzbekistan 2030
strategy, blockchain, RBF neural networks, cyber-physical systems.

1. Introduction: The "Hidden" Risks of Smart Buildings.

In the era of digital transformation, buildings are no longer merely physical structures
for living or working; they are evolving into "thinking" systems. Major initiatives in
Uzbekistan, such as the "New Toshkent" project, aim to transition urban infrastructure entirely
onto smart platforms. The nervous system of such environments consists of Internet of Things
(IoT) devices, and the primary protocol facilitating communication among them is Zigbee.

As Uzbekistan transitions to smart infrastructure through initiatives like "New Tashkent," the attack surface expands. The
data below illustrates the exponential growth of threats targeting Zigbee-based sensors, primarily driven by unmanaged

default keys and legacy protocol vulnerabilities.

350

300
Key Insight: The Default Key Trap
250
The primary driver for the 2023-2025 surge was the
200 persistent use of the "ZigBeeAlliance09" default key in
legacy smart home systems, allowing trivial network

e interception.

100
e 65,000+ nodes supportable per mesh network.
50
e Low power consumption makes security updates infrequent.
0
2020 2021 2022 2023 2024 2025*

=] Global loT Attacks (Millions

e Exponential growth in DoS and Replay attacks.

Figure 1. Dynamics of cyberattack growth on IoT devices.

(Note: Over the past 5 years, attacks on Zigbee-based sensors and smart devices have grown
exponentially, primarily due to unmanaged default security keys.)

Why Zigbee? Because it operates on low power consumption and can connect up to
65,000 devices within a single mesh network. However, behind this operational convenience
lie serious cyber threats. Imagine a scenario where a simple temperature sensor in an office
building allows attackers to lock down the entire access control system or disable fire safety

821



Proceedings of MMIT’26 International Conference 6 June 2026y.

6. Khaleefah, R., Abed, A., & Al-Shareeda, M. (2025). Empirical evaluation of MQTT, CoAP
and HTTP for smart city loT applications. International Journal of Mechatronics, Robotics, and
Artificial Intelligence, 1(2), 45-63. https://doi.org/10.33971/ijmrai.1.2.10

7. Kurisaka, H., Su, Y., Nguyen, P. L., Nguyen, K., & Sekiya, H. (2025). Performance
evaluation of Ethereum consensus mechanisms in IoT-blockchain systems using resource-
constrained devices. Cluster Computing, 28, 763. https://doi.org/10.1007/s10586-025-05503-
w

8. Phatak, R. S. (2025). A survey of communication protocols in IoT: MQTT, CoAP, and
beyond. International Journal of Computer Technology and Electronics Communication, 8(4),
15-31. https://doi.org/10.15680/IJCTECE.2025.0804002

Kitoblar

9. Mahmoud, Q. H. (2025). IoT communication protocols and performance optimization in
constrained environments. Springer Nature.

10. Hassan, M., & Karim, R. (2025). Advanced IoT networking: Protocols, architectures and
performance modeling. Wiley.

11. Sharma, P., & Gupta, A. (2026). Resource-constrained [oT systems: Modeling, simulation
and optimization. CRC Press.

To‘plamdagi alohida bo‘limlar

12. Silva, D., Carvalho, L. L., Soares, J., & Sofia, R. C. (2025). Performance analysis of MQTT
and CoAP in constrained IoT systems. In A. Kumar & F. Hussain (Eds.), Advances in [oT
communication architectures (pp. 115-139). Elsevier.

13. Nguyen, T., & Patel, S. (2026). Machine learning assisted QoS prediction in dynamic IoT
networks. In R. Khan & M. Alazab (Eds.), Artificial intelligence for smart IoT systems (pp.
201-229). Springer.

Konferensiya maqolalari to‘plami

14. Ahmed, S., Lee, J., & Kumar, P. (2025). Dynamic performance modeling of MQTT and
CoAP protocols in low-power IoT networks. In Proceedings of the IEEE International
Conference on Internet of Things (iThings 2025) (pp. 88-96). IEEE.

15. Rahman, M., Chen, Y., & Li, X. (2026). Al-based adaptive routing for resource constrained
IoT environments. In Proceedings of the International Conference on Smart Networks and IoT
Systems 2026 (pp. 144—152). ACM.

Dissertatsiyalar

16. Ibrahim, A. M. (2025). Performance evaluation and optimization of loT communication
protocols in dynamic wireless sensor networks (Publication No. 32458971) [Doctoral
dissertation, University of Malaya]. ProQuest Dissertations & Theses Global.

17. Chen, L. (2026). Model-based analysis of low-power IoT protocol efficiency under
constrained network environments (Publication No. 33784211) [Doctoral dissertation, National
University of Singapore]. PQDT Open.

18. Verma, R. (2025). QoS-aware routing and protocol optimization for resource constrained
IoT systems (Publication No. 31977452) [Doctoral dissertation, Indian Institute of Technology
Delhi]. ProQuest Dissertations & Theses Global.

820



Proceedings of MMIT’26 International Conference 6 June 2026y.

yutadi, ammo bunday strategiyalarning ham energiya narxi bor va resurs cheklovi kuchli
bo‘lganda ular ham optimal bo‘lmay qoladi. Shunday qilib, muhim ilmiy xulosa shundaki,
dinamiklik ortishi bilan protokol mexanizmlarining foydasi “lokal” bo‘lib qoladi, ya’ni
muayyan parametr mintaqasida yutadigan mexanizm boshqa mintaqada zarar keltirishi
mumkin; demak, protokol dizayni va sozlashda universal yechimlardan ko‘ra holatga mos
adaptatsiya tamoyillari ustuvor.

Natijalarni MQTT va CoAP kabi ilova qatlamlari amaliyotiga taallugliroq talqin
gilganda, adabiyotlarda ko‘rsatilganidek, nashr/obuna va so‘rov/javob paradigmalari trafik
xarakterini keskin belgilaydi hamda tarmoqdagi portlashsimon yuklama bilan o‘zaro ta’sirga
kirishadi [5]. Bizning baholash ramkamiz trafik aralash rejimida ishlagani sababli, aynan
portlashsimon yuborishlar bufer bandligini tez oshirib yuborishini va dinamiklik sharoitida bu
ta’sir kuchayishini ko‘rsatdi. Demak, faqat protokolning “nomi” emas, balki u ganday trafik
profili bilan birga qo‘llanayotgani ham tanlov mezoniga aylanishi kerak.

Cheklov sifatida shuni qayd etish joizki, taklif etilgan holatlar modeli
soddalashtirilgan bo‘lib, radio darajadagi murakkab interferensiya va ko‘p kanalli
rejalashtirishning barcha tafsilotlarini to‘liq qamrab olmaydi. Biroq ilmiy qiymat aynan
shundaki, soddalashtirish evaziga izohlanadigan parametrlar olinadi va barqarorlik
mintaqalarini aniqlash imkoniyati paydo bo‘ladi; bu esa protokolni amaliy joriy etishdan oldin
tezkor tahlil va dastlabki sozlash uchun foydali.

Xulosa

Tadqiqot yuqori darajada dinamik va resurslari cheklangan IoT tarmoqlarida
protokollar samaradorligini baholash uchun simulyatsiya va analitik yaqinlashuvni
birlashtiruvchi modelga asoslangan ramkani taklif etdi. Natijalar dinamiklik ortishi bilan
ishonchlilik, kechikish va energiya sarfi o‘rtasidagi murosalar keskinlashishini, protokol
parametrlarining esa barqarorlik chegaralarini sezilarli siljitishini ko‘rsatdi. [lmiy hissa sifatida
barqaror ishlash mintaqgalari va parametr sezgirligi asosida protokol tanlash hamda
moslashuvchan sozlash tamoyillari asoslandi. Amaliy jihatdan, taklif etilgan yondashuv
tarmoqni loyihalash bosqichida ish rejimlarini sinflashtirish, riskli yuklama mintaqalarini
oldindan aniqlash va resurs byudjetini rejalashtirishga xizmat qiladi. Kelgusida tadqiqotlar ko‘p
kanalli muhit, bir nechta radio interfeysli tugunlar va o‘rganishga asoslangan adaptatsiya
siyosatlarini modelga integratsiyalash yo‘nalishida davom ettirilishi magsadga muvofiq.
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boshqaruv harakatlari energiya narxini nolinear oshiradi. Shuningdek, kontaktlar qisqa bo‘lgan
stsenariylarda “tez yetkazishga urinish” strategiyasi ko‘pincha foydali bo‘lib chiqdi, ya’ni
yuborishni kechiktirish yoki ortigcha tasdiglash kutish kontakt oynasini boy berishga olib
keladi. Bularning barchasi model parametrlari orqali ifodalangan bo‘lib, keyingi amaliy sozlash
goidalarini chiqarishga asos bo‘ldi.

Muhokama

Olingan natijalar IoT tarmoqlarida protokol samaradorligini baholashda
“dinamiklik-resurs” o‘zaro ta’sirini markaziy omil sifatida ko‘rish zarurligini tasdiqlaydi.
Constrained tarmoqlar uchun IPga moslashuv, sarlavha siqish va yengil protokollar
konsepsiyasi odatda overheadni kamaytirish orqali samaradorlikni oshirishni ko‘zlaydi, biroq
natijalar shuni ko‘rsatdiki, overheadni minimallashtirish doimo umumiy foydali ishlashga olib
kelmaydi, chunki wuzilishlar sharoitida soddalashtirilgan ishonchlilik mexanizmlari
yo‘qotishlarni keskin oshirishi mumkin [1]. Demak, yengillik va ishonchlilik o‘rtasidagi
murosa dinamik topologiyada boshgacha shakl oladi: statik tarmoqda foydali bo‘lgan
parametrlar yuqori dinamiklikda zararli bo‘lib qolishi ehtimoli katta.

Marshrutlash  protokollari bo‘yicha adabiyotlarda ko‘pincha topologiya
o‘zgarishiga moslashish tezligi samaradorlikning asosiy garovi sifatida talqin qilinadi [2].
Bizning natijalar bu fikrni qisman qo‘llab-quvvatlaydi, chunki o‘rta dinamiklikda adaptiv
yangilanishlar yetkazib berishni yaxshilaydi, ammo yuqori dinamiklik va tor energiya
sharoitida boshqaruv trafigining “narxi” ortib, tarmoqning foydali ish koeffitsienti pasayadi. Bu
Kuznetsov va hammualliflar tomonidan ko‘tarilgan energiya-ustuvor cheklovlar masalasiga
hamohang bo‘lib, ular resurs yetishmovchiligi sharoitida boshqaruv mexanizmlarini haddan
tashgari ko‘paytirish tarmoq wumrini qisqartirishini ta’kidlaydi [7]. Biroq bizning
yondashuvimiz bu xulosani fagat umumiy bayon sifatida emas, balki barqarorlik mintaqalari va
parametr sezgirligi orqali miqdoriy talqin gilinadigan konseptual modelga joylaydi.

Modelga asoslangan baholashning metodik qiymati shundaki, simulyatsiya
natijalari “stsenariyga xos” bo‘lib qolmasdan, holatlararo o‘tishlar va navbat dinamikasi kabi
umumlashtiriladigan mexanizmlar bilan izohlanadi. Bu nuqtada diskret-hodisali simulyatsiya
bilan analitik yaqinlashuvni birlashtirish IoT tarmoqlarini baholash bo‘yicha xalqaro
amaliyotga mos keladi, chunki aynan ko‘p mualliflar real protokol xatti-harakatini tushuntirish
uchun gibrid metodlardan foydalanishga chaqiradi [4; 6]. Shunga qaramay, bizning natijalar
gibrid yondashuvning yana bir afzalligini ko‘rsatadi: parametr sozlash uchun “qoidalar’ni hosil
qilish. Masalan, qayta uzatish taymerini uzaytirishning foydasi faqat uzilishlar qisqa bo‘lgan
sharoitlarda sezilarli, uzilishlar uzoq davom etsa esa bu faqat navbatni to‘ldiradi va kechikishni
oshiradi; bunday holatni simulyatsiya ko‘rsatishi mumkin, ammo analitik holatlar modeli bu
hodisani sabablari bilan birga ochib beradi.

O‘zbek ilmiy maktabida IoT va simsiz sensor tarmoqlarining energiya
samaradorligi, shovqginga chidamlilik va adaptiv boshgaruv masalalari bo‘yicha bir qator
izlanishlar mavjud bo‘lib, ularda amaliy tarmoqlar uchun resurslarni tejashga yo‘naltirilgan
yechimlar ilgari surilgan [8]. Ushbu maqola mazkur yo‘nalishdagi ishlarga metodik qo‘shimcha
beradi: taklif etilgan ramka protokolni tanlashni alohida laboratoriya natijasiga tayanib emas,
balki dinamiklik va resurs darajasi bo‘yicha sinflashtirilgan ish rejimlarida asoslashni ko‘zda
tutadi. Bu yondashuv mahalliy sharoitlarda uchraydigan heterogen tarmogqlar, masalan, sanoat
monitoringi va mobil obyektlar bilan ishlovchi tizimlarda ham dolzarb bo‘lishi mumkin, chunki
bu yerda kontaktlar uzilib-ulanib turishi odatiy.

Xalqgaro adabiyotlarda mobil va uzilishli tarmoqlar uchun tolerant yondashuvlar,
jumladan, store-carry-forward tamoyillari muhokama qilingan bo‘lib, ular yuqori dinamiklikda
“doimiy yo‘l mavjud” farazini rad etadi [9]. Bizning natijalar ushbu fikrga mos ravishda shuni
ko‘rsatadiki, qisqa kontaktlar sharoitida tez uzatishga yo‘naltirilgan strategiyalar ko‘pincha
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+ Huakas Aons nepepaBoTKu OTXOR0B 1 N orxopos
* HepoctatouHas uH$pacTpykTypa H - C en

AnA nepepaGoTkm ; pecypcos

N HepocTaTouHblil ypOBEHb PassuTHs Pa3BuTHE UNPKYNSPHON 3KOHOMMKH
L 4

OrpaHu4YeHHOCTb MHBECTULIWIA U ! . P EHoro:
UHaHCMPOBaHMA «3enéHbix» NpoekTos . .y  VuHBECTMUMIl

7 + BbICOKMeE PUCKIA AN1A MHBECTOPOB « PassuTye 3en1éHeIX 0BNMraLMi 1 GOHACE

. « Mp

¢$uHaHcupoBaHua W rpaHToB

B B)

OXXWAAEMbIE PE3YJIbTATbI

CHVKEHUE HeraTMBHOro. y MosbiweHue 0 ® o YNydueHE KAUECTBE KM3HIM MHHOBAUMOHHO® passuTie (OBecneseHmne AONTOCPOYHOrD
. i o imh - i (@) ncosmame nosux yeroimumzoro pazermin
\ N 3KOHOMUKIN =

o,
cpeny yeToRmMBoCTH «3eneHbix» PaBouMX MecT Iv Yabexucrana

Puc. 1. I[Ipobaemvbl u nymu ux peutenus 8 npoyecce pazeumusl «3e1eHoty dKOHOMUKU Y3bexucmana

Tem He wMeHee peanmuszyemble pedOpMBI CO3JAIOT OCHOBY st (OPMUPOBaHUS
9KOJIOTUYECKH YCTOMYHMBOW, KOHKYPEHTOCIIOCOOHOW W HWHHOBAallMOHHOW DKOHOMHKH,
OPUEHTHPOBAHHOM Ha JOJITOCPOUHOE YCTOMYMBOE PA3BUTHE CTPAHBI.

3akaro4eHue

[Tepexon k «3enEHOM» SKOHOMHUKE SIBISICTCS HEOOXOIMMBIM YCIOBHEM YCTOHYHBOIO
pa3BuTHsl, 00ECNEUYUBAIOIINM OalaHC MEXAY SKOHOMHUYECKHMM POCTOM U JKOJIOTUYECKOM
0€30I1aCHOCTEIO.

AHanu3 1moOKasajg, 4YTO HHTErpanys OHKOJOTMYECKUX IPUHIUIOB B MAapKETHUHT,
MEHEUKMEHT, (PMHAHCBI M JIOTUCTHKY CIIOCOOCTBYeT (DOPMHUPOBAHUIO HOBOH MOjEIH
9KOHOMHUYECKOro pa3BUTHs. ONbIT Y30€KUCTaHa JEMOHCTPUPYET MOI0XKUTEIbHYIO TUHAMUKY
peanu3any  «3eJEHOM» CTpaTeruy, BKJIIOYAs PAa3BUTHE BO30OHOBISIEMON HSHEPreTUKU U
IIPUBJICYEHNE NHBECTULIUH.

B nepcrnektuBe oxxumaercs AaJbHEHIIEE pACIIUPEHUE «3EJIEHBIX» TEXHOJIOIUH, POCT
VMHBECTULIMI U YCUIICHUE POJIA YCTOMYUBOIO Pa3BUTHUS B HALIMOHAJIbHONW YKOHOMHUKE.
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